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Cardinal Songbird
v2.1.0

Data Centre Migration Integration Guide

This guide covers all changes required to migrate your Cardinal Songbird integration to v2.1.0, including new
endpoints, integrity hashes, and framework-specific implementation instructions. All integrations must be
updated by 15 May 2026.
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What's Changing

Visa is implementing Subresource Integrity (SRI) in the Songbird JavaScript
Library and shifting the deployment process from a single to a quarterly release.
Each release will include a new URL path with semantic versioning and a new
hash value. With the new release schedule, Visa will not support versions older
than 18 months.

This migration to v2.1.0 is the first release under this new model. You should plan
for ongoing URL and hash updates approximately every three months. We
strongly recommend storing both values in environment configuration rather than
hardcoding them, so that each future update requires only a config change rather
than a code deployment. Updated values for each release are published at the
Cardinal developer documentation links in the Sources section.

Deadline: All integrations must be updated to the v2.1.0 endpoints by 15 May
2026. Legacy endpoints will be decommissioned after Cardinal completes their
data centre migration. Failure to update before this date may result in service
interruption.
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Why Are the integrity
and crossorigin
Attributes Required?

The Security Problem

When your site loads a script from a third-party CDN, you are trusting that the file
served is exactly what you expect. Without any verification, your site is exposed
to several serious risks:

Risk Description

CDN Compromise If an attacker gains access to the
CDN or its infrastructure, they could
replace the legitimate Songbird script
with malicious code, causing every
site loading that script to unknowingly
execute attacker-controlled code
within your customers' payment
sessions.

Man-in-the-Middle Attacks Even over HTTPS, sophisticated
attackers — such as those exploiting
compromised certificate authorities
or network-level positions — could
potentially intercept and modify the
script in transit.

Supply Chain Tampering A vulnerability anywhere in the
pipeline between Cardinal's build
system and the CDN edge could
result in a modified script being
served to your users.

In a payments integration like Cardinal Songbird, any of these scenarios could
lead to stolen card numbers, session hijacking, or unauthorised transactions.
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How Subresource Integrity (SRI) solves this

The integrity attribute contains a cryptographic hash (SHA-384) of the expected
file contents. When the browser downloads the script, it computes its own hash
and compares it against the value you provided. If they don't match — even if the
file has been altered by a single byte — the browser refuses to execute the script
entirely, guaranteeing that only the exact, verified version of Songbird runs on
your page.

Why crossorigin="anonymous" Is necessary

Browsers enforce a security boundary between your origin and third-party
origins. By default, when loading a cross-origin script the browser operates in
‘opaque’ mode — it executes the script but won't allow deep inspection of its
contents. SRI validation requires that inspection, so without a CORS handshake
the browser silently skips the integrity check

Adding crossorigin="anonymous" tells the browser to perform a CORS request.
Cardinal's CDN responds with Access-Control-Allow-Origin: *, permitting cross-
origin inspection and enabling the hash comparison to proceed.

In short: integrity without crossorigin="anonymous" on a cross-origin script
provides zero protection — the browser ignores the hash entirely.

cryptographic hash of
the script to detect
tampering.

Summary
Attribute Purpose Risk if omitted
integrity Validates a Any modified or

malicious script version
executes without
warning.

crossorigin="anonymous"

Enables the CORS
handshake required for
the browser to perform
SRl validation.

The integrity attribute is
silently ignored; no
validation occurs.

Both attributes must be used together to provide effective protection.
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New Endpoints &
Integrity Hashes

Staging (Non-Production)

Property Value

URL https://cas.static.client.cardinaltrusted.com/songbird/v2.1.0/songbird.js

Integrity sha384-
SyB1z+tPBr7Pv5x7KYYEgP50NDAIID56G6/WjGzhEKgTEQZs@n9ywSmZyPcUS5ym?2

Production

Property | Value

URL https://static.client.cardinaltrusted.com/songbird/v2.1.0/songbird.js

Integrity | sha384-ChUGjn6KFsEvBNCjP1ifj3s6LcIP7AFSG6fTHY2pcBLSyaxOFT5viH/cNbOJDNYSE

Migration Timeline &
Backward Compatibility

Old and new URLs will operate side by side during the transition period, so you
can migrate at your own pace without disrupting live transactions. However, the
legacy endpoints will be decommissioned once Cardinal completes their data
centre migration. The deadline for completing your update is 15 May 2026.
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Implementation by
Framework

Select the section below that matches your integration stack. Each framework
section includes both a static include approach and, where applicable, a dynamic
loading pattern for use on specific pages such as checkout.

1. Plain HTML / Server-Rendered Pages

Add the script tag directly in your HTML <head=> or before the closing </body>
tag.

Staging
<script

src="https://cas.static.client.cardinaltrusted.com/songbird/v2.1.0/songbir
d.js"
integrity="sha384-
SyBlz+tPBr7Pv5x7TKYYEgQP50NDAIID56G6/WjGzhEkgqTEqZsQn9ywSmZyPcUS5ym2"
crossorigin="anonymous"
></script>
Production

<script

src="https://static.client.cardinaltrusted.com/songbird/v2.1.0/songbird.js
integrity="sha384-

ChU6Jn6KFsEv8NcjP1ifj3s6LclP7AFS6fTHY2pcBL5yax0FT5viH/cNbOJDnY5E"
crossorigin="anonymous"

></script>

Note: The crossorigin="anonymous" attribute is required for the browser to
validate the SRl integrity hash. Without it, the browser silently skips integrity
validation on cross-origin scripts. Cardinal's CDN returns Access-Control-Allow-
Origin: *, so this attribute is always safe to include.

2. React (Create React App / Vite / Custom Setup)
Since Songbird is an external script rather than an npm package, the simplest
approach is to load it in your public/index.html file.
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Production — public/index.html

<head>
<!-- other tags -->
<script
src="https://static.client.cardinaltrusted.com/songbird/v2.1.0/songbird.js
integrity="sha384-
ChU6Jn6KFsEvV8NcjP1ifj3s6LclP7AFS6fTHY2pcBL5yax0FT5viH/cNbOJDnY5E"
crossorigin="anonymous"
></script>
</head>
To load the script dynamically — for example, only on the checkout page — use
the following custom hook:

import { useEffect } from "react";

function useCardinalSongbird() {
useEffect (() => {
const script = document.createElement ("script");
script.src =
"https://static.client.cardinaltrusted.com/songbird/v2.1.0/songbird.js";
script.integrity = "sha384-
ChU6Jn6KFsEv8NcjP1ifj3s6LclP7AFS6£fTHY2pcBLS5yax0FT5viH/cNbOJDnY5E" ;
script.crossOrigin = "anonymous";
script.async = true;
script.onload = () => { console.log("3DS v2.1.0 loaded"); };
script.onerror = () => { console.error ("Failed to load 3DS"); };
document .head.appendChild (script) ;
return () => { document.head.removeChild (script); };

b L)

export default useCardinalSongbird;
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3. Next.js
Option A — Using next/script (recommended)

import Script from "next/script";

export default function CheckoutLayout ({ children }) {
return (
<>

<Script

src="https://static.client.cardinaltrusted.com/songbird/v2.1.0/songbird.js
integrity="sha384-
ChU6jn6KFsEv8NcjP1ifj3s6LclP7AFS6fTHY2pcBLS5yax0FT5viH/cNbOJDnY5E"
crossOrigin="anonymous"
strategy="beforelnteractive"
/>
{children}
</>
) i
}
Option B — In _document.js (Pages Router)

import { Html, Head, Main, NextScript } from "next/document";

export default function Document () {
return (
<Html>
<Head>

<script

src="https://static.client.cardinaltrusted.com/songbird/v2.1.0/songbird.js
integrity="sha384-
ChU6Jn6KFsEv8NcjP1ifj3s6LclP7AFS6fTHY2pcBL5yax0FT5viH/cNbOJDnY5E"
crossOrigin="anonymous"
/>
</Head>
<body>
<Main />
<NextScript />
</body>
</Html>
) i
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4. Angular

Add the script tag to src/index.html, or include it in the scripts array of
angular.json.

src/index.html
<head>

<script

src="https://static.client.cardinaltrusted.com/songbird/v2.1.0/songbird.js
"
integrity="sha384-
ChU6jn6KFsEv8NcjP1ifj3s6LclP7AFS6fTHY2pcBLS5yax0FT5viH/cNbOJDnY5E"
crossorigin="anonymous"
></script>
</head>
For applications that require lazy loading via a service:

import { Injectable } from "@angular/core";

@Injectable ({ providedIn: "root" })

export class CardinalService {

private loaded false;
loadSongbird(): Promise<void> {
if (this.loaded) return Promise.resolve();
return new Promise((resolve, reject) => {
const script = document.createElement ("script");
script.src =
"https://static.client.cardinaltrusted.com/songbird/v2.1.0/songbird.js";
script.integrity = "sha384-
ChU6Jn6KFsEv8NcjP1ifj3s6LclP7AFS6fTHY2pcBLS5yax0FT5viH/cNbOJDnYSE" ;

script.crossOrigin = "anonymous";
script.onload = () => { this.loaded = true; resolve(); };
script.onerror = () => reject(new Error ("Failed to load Songbird"));

document .head.appendChild (script) ;
})



R

° Cardinal Songbird v2.1.0 11(15)
([ ]

VerlfOne Data Centre Migration Integration Guide

5. Vue.js (Vue 2 / Vue 3 / Nuxt)

Plain Vue — public/index.html
<head>

<script

src="https://static.client.cardinaltrusted.com/songbird/v2.1.0/songbird.js
integrity="sha384-
ChU6Jn6KFsEvV8NcjP1ifj3s6LclP7AFS6fTHY2pcBL5yax0FT5viH/cNbOJDnY5E"
crossorigin="anonymous"
></script>

</head>
Nuxt 3 — nuxt.config.ts

export default defineNuxtConfig ({

app: {
head: {
script: [

{
src:
"https://static.client.cardinaltrusted.com/songbird/v2.1.0/songbird.js",
integrity: "sha384-
ChU6Jn6KFsEv8Nc]jP1ifj3s6LclP7AFS6£fTHY2pcBLS5yax0FT5viH/cNbOJDnY5E",
crossorigin: "anonymous",

}I
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6. PHP (Laravel Blade / WordPress / Generic)
Laravel Blade — resources/views/layouts/app.blade.php

<!-- resources/views/layouts/app.blade.php -->
<head>

<script

src="https://static.client.cardinaltrusted.com/songbird/v2.1.0/songbird.js
integrity="sha384-
ChU6Jn6KFsEv8NcjP1ifj3s6LclP7AFS6fTHY2pcBL5yax0FT5viH/cNbOJDnY5E"
crossorigin="anonymous"
></script>

</head>

WordPress — functions.php

function enqueue cardinal songbird() {
Wp_enqueue_script (

'cardinal-songbird',

'https://static.client.cardinaltrusted.com/songbird/v2.1.0/songbird.js",
array(), '2.1.0', false
)i
}

add_action('wp_enqueue scripts', 'enqueue cardinal songbird');

function add songbird integrity($tag, S$handle) {
if (Shandle === 'cardinal-songbird') {
return str replace(
' src="',
' integrity="sha384-
ChU6Jn6KFsEv8NcjP1ifj3s6LclP7AFS6fTHY2pcBLS5yax0FT5viH/cNbOJDnYS5E" "
' crossorigin="anonymous" src="',
$tag
)i
}
return $tag;

}
add filter('script loader tag', 'add songbird integrity', 10, 2);
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Environment
Configuration Best
Practice

Store the Songbird URL and integrity hash in your environment configuration so
you can switch between staging and production without modifying code. This
also makes future quarterly version updates a simple config change rather than a
code deployment.

# .env.non-production

CARDINAL SONGBIRD URL=https://cas.static.client.cardinaltrusted.com/songbi
rd/v2.1.0/songbird.js

CARDINAL_SONGBIRD_INTEGRITY:sha384—
SyBlz+tPBr7Pv5x7TKYYEqP50NDAIID56G6/WjGzhEkgqTEqZsQn9ywSmZyPcUS5ym2

# .env.production

CARDINAL SONGBIRD URL=https://static.client.cardinaltrusted.com/songbird/v
2.1.0/songbird.js

CARDINAL SONGBIRD INTEGRITY=sha384-
ChU6Jn6KFsEv8NcjP1ifj3s6LclP7AFS6£fTHY2pcBLS5yax0FT5viH/cNbOJDnY5E

Updated URLs and integrity hashes for each quarterly release are published at:

e https://developer.cardinaltrusted.com/docs/songbird-releasenotes
e https://developer.cardinaltrusted.com/docs/songbird-js-changes
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Verification Checklist

After updating your integration, confirm each of the following:

[ Script URL points to the v2.1.0 endpoint for your
environment

L] integrity attribute is present with the correct SHA-384 hash

L] crossorigin="anonymous" attribute is included on the script
tag

[0 No browser console errors related to SRl or CORS

L1 Cardinal Songbird initialises successfully — check for the
Cardinal object in the browser console

[1 3DS authentication flow completes end-to-end in staging
before promoting to production
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Troubleshooting

"Failed to find a valid digest in the 'integrity' attribute™
The integrity hash does not match the script contents. Double-check you are
using the correct hash for the correct environment (staging vs. production).

"Cross-Origin Request Blocked"
Ensure the crossorigin="anonymous" attribute is present on the script tag.

"Script loads but Cardinal is undefined"

The script may still be loading asynchronously. If loading dynamically, wait for the
onload callback before calling Cardinal methods.

Support

If you encounter issues during migration, contact the appropriate Verifone
support team based on the environment you are working in:

Environment Team Contact

Staging / Non- Technical Services uk.techservices@verifone.com
Production

Production Merchant Helpdesk uk.helpdesk@verifone.com

Sources

1. https://developer.cardinaltrusted.com/docs/songbird-releasenotes
2. https://developer.cardinaltrusted.com/docs/songbird-js-changes



