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NShiftKey

(@) You have already purchased this app on GitHub Marketplace.

Edit your plan ~ b Configure access

NShiftKey is an Github-based DevSecOps support system developed by Naver Security.
NShiftKey automates security analysis without slowing DevOps workflows.

. o Some checks were not successful

5 action required and 1 successful checks

X 2 NShiftKey - code security check Action required after 1m — Summary

x 2 NShiftKey - open source vulnerability check Action required after 1m — Summary
» 2 NShiftKey - sensitive data leakage check Action required after im — Summary

» E NShiftKey - sonarqube - bug Action reguired after 1m — Summary

b 4 2 NShiftKey - sonarqube - code smell Action required after 1m — Summary

e 2 NShiftKey - Ig d list lin 1m — y

NShiftkey £t H|3. 3te

35) Github marketplaceS Eaf| 20231 6201l Z27H(https: //github.com/marketplace/nshiftkey)
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(Unlque |dentifer)

Namespace SPDXD :

Component/bom-—ref

taglD

x )
.tH . PackageVersion : Version (soﬁwareldenhty} @
(Version String) version
HZEE A PackageChecksum : Hash {Payload)/../{File) @
(Component Hash) | PackageVerificationCode : “alg” [hash—algorithm]:hash

59 A

Relationship : DESCRIBES

S i = {Link) @rel, @href
o o i
(Relationship) CONTAINS :LEH&O{I LH’”EIO'I olS)
KZEHHXL Creator - metadata/authors/ {Entity) @role
(Author Name) ' author (tagCreator), @name

40) NTIAOIM ZIEE o=

O SBOM H#ZES JHL - MIFSt A2 O, HE AY 82

sl 71Z0fl 243tE SBOM #&ES Q1S
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3) &%= 2l T2 M|A(Practices and processes)

SBOMZ YC|0|E5I1 MSsHoF SHe it Al7 |2t 2HE 671K T AtE Folsta .

[

- Frequency : M2 YiE = 22| X(Release) Tl= B2 MES SBOMES HHEA| MM

+ Depth : SBOM ZFdXk= Z|[&9 THQARE] ot TEQANK| ZelotH] 2E S45d8s HA

« Known Unknowns : SBOMO{| S&40| EAIZX| 42 A0 ®7]

1) THLA0 Tt Z5M0] UHM EAIGHK| LU=X] HE

2) BEME U 4 Y= SAXSH MEHRIX] 7|12
« Distribution and Delivery : SBOMS M&AsH A Hst BAlg S510 M2
» Access Control : SBOM 371 E{of| et MESH M2 =742 XIH

« Accommodation of Mistake : SBOM AIAIS OfX| & 7| T2 SBOM $QXH= Q=51 42

C

oo

Ir

| — (=]
Feig 80l

[

I

CISA2| SBOM #2271 71 o2

SBOM2 SW S8 Hots Zstoti, Swe| FHdE =2 &+ U= &
I.

il

FHA2712 REsIRoL
Softon], M TS Ss 2TAR0| HEESS N, S HAe7iel Y Helo|
S =]

oz

= to|X|2t, OF=! SBOMO| OftH
HHE 2 A7t thshAe HESHA HeiXIX| L£UCt. olof O|= CISA= 20210 SBOM
f, 57H2] HTEKWorking Group)2 SAloZ Alsist 4 Qs 7|2 A7}



SW 3 figigta] grot
4. SW EOHHOFE U ajojMA Baluor
7}, Uizl BOtFokH ma|
SCA(SW Component Analysis)'’ ET7E 22510 SW LAQAS HMstT SBOMS AAlE 4 ULt
ESHOIE 7|HHe 2 J7H SWe| 2Tl Hotx|erN HEQto| 0i&lo| 7tS3aItt.
1) SBOMO|| A=l HOtF|FX ME 5ol
« 271 SW S0i thst FHARAS AHESIH SBOM MM = ‘Vulnerabilites” &2 S0 T HotF ek
HE(CVE, KEV )“2% 50|
I"vulnerabilities™F [
{
"bom-ref": "BomRef.émrtsnb7hug.s%11lsmbtSgo”,
"jid": "CVE-2019%-11405",
"ratings™: [
i
"score™: 7.4,
"severity™: "high",
"method™: "CV3SSv3"
}
1,
"properties™: [
{
"name": "EKEV",
"ywalue": "false"
|
i
"name": "HEV",
"wyalue": "true"
}
]
b,
SBOMOY| H7IE! HOHFOFH M 0flAl(CycloneDX Z2H)
41) SCA : SW A2 A BEM(Software Composition Analysis) 7|&2 Al 2 27§ SW =727t U2
42) CVE(Common Vulnerabiliies Exposures)2t, 74O 2 2aiZl ZAFE Ot ZAglo| 22 CVE= ES CVE D #&7t g =Hot
252 =5 KEV(Known Exploited Vulnerability)= 242 Alz|7+ %*31 | HOFIMO 2 M, 324 7H540| 0i? =0t E2t ZX|7}

NEE
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SW 222 Hot Tto|=2tol
SW 3 Hot XSS & SBOM EE A

2) WS HOROFH0| th3t Bia| ALARIO| FEHHSIS H

- 2 3 S SWOllN LA HOEFQEX0| CHato] O|= NVDZt Migstks EotF U HE &tol
(https://nvd.nist.gov/vuln/detail/{CVE_ID})

JAKCVE-2021-44228 Detail
Severity

CVSS 3.x Severity and Metrics:

m NIST: NVD Base Score: [[ERYETN Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/AH

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS information provided within the
CVE List from the CNA.

Note: NVD Analysts Have publisbed a CVSS score for this CVE based on publicly avail i ion at the time of is. The CNA Bas not provided
o score within the CVE List.

3) NISTOIM KISk HotFtFe| erdelet d2: S &850 ¢ &2 "otsln =X 24

Ao|l= 43)
=5 2%

+ CVSS™= NVD HQHE[OFM [|0|E{H|0|AGIA] &5t AlZtE ot 7|2 Z4MBase Score)? SZO2 YEHEE
LIERH (V2,02 V3.0 F 71X HHAlo 2 HiZ)

CVSS v2.0 Ratings CVS5 v3.0 Ratings

Severity Base Score Range Severity Base Score Range

None 0.0
Low 0.0-3.9 Low 0.1-39%
Medium  4.0-6.9 Medium  4.0-6.9
High 7.0-10.0 High 7.0-8.9

Critical 9.0-10.0

43) https://nvd.nist.gov/vuln—metrics/cvss/v3—calculator

44) CVSS(Common Vulnerabiliies Scoring Systemy= ZZXt7 HOtFoFES of25t mff n|xls= Fefnt HoHF|ekRo| 2
LIEHHE, 0.0 ~ 10.0 RAV| 5242 Q=7 O 52

oo
H1
i

39



Base Scores Temporal
10.0 10.0
8.0+ B.0 A
6.0 4 6.0 -
4.0 4 4.0
.04 2.0 4
0.0 -8 0.0
Base Impact Exploitability Temporal
Environmental Overall
10.0 10.0
8.0 - 8.0
6.0 = 6.0 o
4.0+ 4.0 4
2.0 1 2.0 A
0.0 g 0.0
Environmental Modified Impact Overall
712 F40ll M2 24 7k B4 0ilAI(CVSS Calculator)
4) HQEROFH0)| CHSt ZXIAIE £2 X BHEXIeL HOFOF HEIR

* EtAF 24 SOi|lA LE 2tF2FHol| 5o NVD ZX| Hots 2fel

« BIXIE HOtROFHo thet AXIAES AFYE SURL(0 w2t 28 £ JHL7|Y, 27712 Sl oiE

ZITHE MEZE TS

+£3|, CVSS 7.0 0149] 52 IEES 7Tl HOtFNe HOt HYxt S1t SN0l AHXAS
AEEI7ALL TR okt A7IS Bol BoFE
+ 9IBIE TEN= CVSS 2l0f CISAQ| KEV St 20| £7b5i01 XIES 283 4+ US

Description

Apache Log4j2 2.0—-betad through 2.15.0(excluding security releases 2.12.2, 2.12.3, and 2.3.1)
JNDI features used in configuration, log messages, and parameters do not protect against attacker
controlled LDAP and other JNDI related endpoints. An attacker who can control log messages or
log message parameters can execute arbitrary code loaded from LDAP servers when message
lookup substitution is enabled. From log4j 2.15.0, this behavior has been disabled by default.
From version 2.16.0(along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to logdj—core and does not affect log4net, logdcxx,
or other Apache Logging Services projects.

NVD EQHFoFMo| X x|4oKLogdj OfIAl)
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SW 2% ot Tto| =2t
SW B2 Hot 2SS U SBOM HSALR

Lt 370 SW 2ol MA 22|

£ Y=HE| 2lo|MA0 tish =7t E7IS3IAL 24 + Sl= RS LAY + AC,
HAEHE XIHIE HE5l= 52 =XIE +Y

SBOMS SafiAl AlEE Z7H SW, A& SW, EtAK3rd party) SW S2| 2E 2to|MA HE0]| CishA
X2 2(ot AR 517 SO HiE KRS F5- 22| de

SH SW EE =fthet &7 S7H SW 2tolMA 2|9 SREE HSsHA BEEALH, 0] 2EEoA SBOM2
2tofMA (ol FE5HA| ARSEL ULt

- AJEI SBOME SWO| Rl EHEC] 20liA F4 MHS Holsloio} 510, 210/MA B2l C1So)
Af2iE gelsot &

S SW 2fol A= XMAHRI| KA Ha| £ R ME SIE N
Helof w2t £&stch

Bols YsiE He, 3= B7H o=}

« Permissive A|IE : ALZXIOA ZHLSH A
HE0E @F

Y
r
g'y
o

Solste AZ2 MEH Y 2olMA AR B

« Copyleft A1 : Free SW AIZ2| 2f0|MA
1) Weak copyleft A : £ BES Zslst AAFE IJ| Q@F

2) (Strong) copyleft A : AEHE 2E FEO| AATE I QF

. e 3-clause / 2-clause / i
Permissive | Apache-2.0 New SO oa 85D |[ MIT/X11 | Ziib/libpng l
[ 1 LGPL-3.0 or
Weak LGPL-2.1 LGPL-2.1+ Lam 304 J[ MPL-1.1 ] MPL-2.0 ]
copyleft N 7
EPL-1.0 EPL-2.0
[ 1 epL-3.00r
Copyleft [ oL GPL-2.0+ | ot [ AGPL-3.0 l
37 SW glo|MA BE
45) Z7} HES= 202440] ©7EHZIH SW 2I0|MA 7I0[E(NPAE S5 201
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7l SWE EE510{ HHLEt SWE Ao TRFH 2jo|MA MRS Tt 20| Holg 4 It
216 Z7H SW 2f0|MA | HQI(CIA) )

SEl @ 23 20| 22 AIRSH= 2H|, @ 28 U At

Ol At 74 SWE AI2EIoZM HHsH= AF2XIe| o M%ﬂf oA Qlom, ALK
" MEHO| st 28 U A MAEO| ZL 0|47+ 0| LA

o/ Afat 2HO|MA 2 745 SEfEE 2| HQl= CI2X|9H AATE ZJHO| o DA

roe E5| Ha| 5129 o2, AFR U B ARR0|| thEt 0X| LR

TX| gk X&FEDL 20| MA AL |
Xt UL O 2 “copyright’2H= EHOIS Z8Hs10] Aot XAHAAL 22 SAIHES

- L= 2XIER2 B
2lo[MA AR 27§ SW BI0|MAZ HAISHT 210|MA A2 HE
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oHdo

SN S7H SW AR 2fojMA 2t BEX] AL

SBOM ¥ =712 &E310, S SW MAIE &Est= HEHEL| 2t0[dA fiE KRS
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ol
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FAR

Jhon
0

- Ol2f 22l9| SBOM GJIAI(SPDX &AM £ & U=0| sHY SWE “License” &H=20i| ‘Non—

Commercial-Use—Only—Font—License’'2| MAIE A5t JUS(HZHAH BIA BH)

- (O14) ZRE 2olMA0] HEo| wat HXIE A= JHI0l B Bzt AISE 4 YN,
710N Fal BHo2 mfg NZ0| MRt S BEY Y2, olMA M ooz S
ASAP 20JMA AR S0l THt A ZXIS 278 THSN0| US

=

(ZEX|) F2| 7|ollM AkZ0| 7ksE! THE 2lo|lMA BF2| 37 SW MA|Z ChAISHALE s MAIE

o
TOH5101 2H0IMA FMS F4sHof Bt

"SPDXID" : "SPDXRef-Package-161423",
"copyrightText" : "NOASSERTION",
"downloadLocation" : "https://www.kernel.org/pub/linux/kernel/v2.6",
"filesAnalyzed" : false,
"homepage" : "https://www.kernel.org",
"licenseConcluded" : "GPL-2.0",
"licenseDeclared" : "GPL-2.0",
"licenseInfoFromFiles" : [ "GPL-2.0" ],
"name" : "Linux Kernel",
"originator" : "Organization: \"\"",
"supplier" : "Person: \"\"",
"versionInfo" : "2.6"

LR

"SPDXID" : "SPDXRef-Package-161422",
"copyrightText" : "Bite Chalk is free for personal use only. Please, talk with the author for

"downloadLocation" : "https://www.maisfontes,com/bite-chalk-normal.font",

"

"homepage" : "https://www.maisfontes.com/bite-chalk.font",

"licenseConcluded" : "LicenseRef-Non-Commercial-Use-Only-Font-License",

"licenseDeclared" : "LicenseRef-Non-Commercial-Use-Only-Font-License",

"licenseInfoFromFiles" : [ "LicenseRef-Non-Commercial-Use-Only-Font-License" ],
T Bl E

"originator" : "Organization: \"\"",

"supplier" : "Person: \"\"",

"versionInfo" : ""

Pl

SBOM 2{0|MA EFX| G|A(SPDX ZH)
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