
Asset Inventory and Compliance API

Overview
APIs to query resources within Prisma Cloud

AssetInventoryErrorCodes.html[Asset Inventory Error Codes]

Paths

POST /api/v4/resource/scan_info Resource Scan Info V4 
- POST
Perform an asset search using a query and user-defined filters. Retrieve a comprehensive 
breakdown of pass/fail statistics and associated policies for the identified resources. This API has a 
rate limit of 5 requests per second with a burst limit of 10 requests per second.

Responses

Code Description Links

200 Successful operation

Content

application/json;charset=UTF-8

No Links

400 Bad Request - request body contains a query that is not
grammatically valid or filter value is not valid

Content

application/json;charset=UTF-8

No Links

401 Unauthorized

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Unauthorized","message":"Unauthorized
","target":"All"}}

No Links
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Code Description Links

403 Forbidden

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Forbidden","message":"Forbidden","tar
get":"All"}}

No Links

412 Precondition Failed

Content

/

No Links

429 Too Many Requests

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ReachedRateLimit","message":"Reached
rate limit","target":"All"}}

No Links

500 Internal Server Error

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ServerSideException","message":"Repre
sents a generic server side exception encountered while
processing the request","target":"All"}}

No Links

Type Name Scopes

apiKey UserJwt

POST /api/v4/inventory Asset Inventory V4 -
POST
Retrieve aggregated resource data, including pass/fail asset counts, grouped by cloud type, region, 
account, service, and asset type. Apply input filters to refine the results. This API has a rate limit of 
5 requests per second with a burst limit of 10 requests per second.

Responses
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Code Description Links

200 Successful operation

Content

application/json;charset=UTF-8

No Links

400 Bad Request - request body contains a query that is not
grammatically valid or filter value is not valid

Content

application/json;charset=UTF-8

No Links

401 Unauthorized

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Unauthorized","message":"Unauthorized
","target":"All"}}

No Links

403 Forbidden

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Forbidden","message":"Forbidden","tar
get":"All"}}

No Links

412 Precondition Failed

Content

/

No Links

429 Too Many Requests

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ReachedRateLimit","message":"Reached
rate limit","target":"All"}}

No Links
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Code Description Links

500 Internal Server Error

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ServerSideException","message":"Repre
sents a generic server side exception encountered while
processing the request","target":"All"}}

No Links

Type Name Scopes

apiKey UserJwt

POST /api/v4/inventory/summary Inventory
Summary V4 - POST
Retrieve a summary of aggregated resource pass/fail asset counts, grouped by cloud type, region, 
account, service, and asset type. Apply input filters to refine the results. This API has a rate limit of 
5 requests per second with a burst limit of 10 requests per second.

Responses

Code Description Links

200 Successful operation

Content

application/json;charset=UTF-8

No Links

400 Bad Request - request body contains a query that is not
grammatically valid or filter value is not valid

Content

application/json;charset=UTF-8

No Links

401 Unauthorized

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Unauthorized","message":"Unauthorized
","target":"All"}}

No Links
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Code Description Links

403 Forbidden

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Forbidden","message":"Forbidden","tar
get":"All"}}

No Links

412 Precondition Failed

Content

/

No Links

429 Too Many Requests

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ReachedRateLimit","message":"Reached
rate limit","target":"All"}}

No Links

500 Internal Server Error

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ServerSideException","message":"Repre
sents a generic server side exception encountered while
processing the request","target":"All"}}

No Links

Type Name Scopes

apiKey UserJwt

POST /api/v4/compliance/top-failed-standards TopN 
Compliance Posture V4 - POST
Retrieve the top N compliance standards with the highest count of failed resources in descending 
order. This API has a rate limit of 5 requests per second with a burst limit of 10 requests per second.

Responses
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Code Description Links

200 Successful operation

Content

application/json;charset=UTF-8

No Links

400 Bad Request - request body contains a query that is not
grammatically valid or filter value is not valid

Content

application/json;charset=UTF-8

No Links

401 Unauthorized

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Unauthorized","message":"Unauthorized
","target":"All"}}

No Links

403 Forbidden

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Forbidden","message":"Forbidden","tar
get":"All"}}

No Links

412 Precondition Failed

Content

/

No Links

429 Too Many Requests

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ReachedRateLimit","message":"Reached
rate limit","target":"All"}}

No Links
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Code Description Links

500 Internal Server Error

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ServerSideException","message":"Repre
sents a generic server side exception encountered while
processing the request","target":"All"}}

No Links

Type Name Scopes

apiKey UserJwt

POST /api/v4/compliance/posture Compliance
Posture V4 - POST
Returns a breakdown of the passed/failed statistics and associated policies for compliance 
standards, requirements, and sections. This API has a rate limit of 5 requests per second with a 
burst limit of 10 requests per second.

Responses

Code Description Links

200 Successful operation

Content

application/json;charset=UTF-8

No Links

400 Bad Request - request body contains a query that is not
grammatically valid or filter value is not valid

Content

application/json;charset=UTF-8

No Links

401 Unauthorized

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Unauthorized","message":"Unauthorized
","target":"All"}}

No Links
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Code Description Links

403 Forbidden

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Forbidden","message":"Forbidden","tar
get":"All"}}

No Links

412 Precondition Failed

Content

/

No Links

429 Too Many Requests

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ReachedRateLimit","message":"Reached
rate limit","target":"All"}}

No Links

500 Internal Server Error

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ServerSideException","message":"Repre
sents a generic server side exception encountered while
processing the request","target":"All"}}

No Links

Type Name Scopes

apiKey UserJwt

POST /api/v4/compliance/posture/{compliance-
standard-id} Compliance Posture for StandardId V4 -
POST
Returns a breakdown of the passed/failed statistics and associated policies for compliance 
standards, requirements, and sections for the given compliance standard ID. This API has a rate 
limit of 5 requests per second with a burst limit of 10 requests per second.
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Parameters

Type Name Description Schema

path compliance-
standard-id
required

string

Responses

Code Description Links

200 Successful operation

Content

application/json;charset=UTF-8

No Links

400 Bad Request - request body contains a query that is not
grammatically valid or filter value is not valid

Content

application/json;charset=UTF-8

No Links

401 Unauthorized

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Unauthorized","message":"Unauthorized
","target":"All"}}

No Links

403 Forbidden

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Forbidden","message":"Forbidden","tar
get":"All"}}

No Links

412 Precondition Failed

Content

/

No Links
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Code Description Links

429 Too Many Requests

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ReachedRateLimit","message":"Reached
rate limit","target":"All"}}

No Links

500 Internal Server Error

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ServerSideException","message":"Repre
sents a generic server side exception encountered while
processing the request","target":"All"}}

No Links

Type Name Scopes

apiKey UserJwt

POST /api/v4/compliance/posture/{compliance-
standard-id}/requirements/{compliance-requirement-id} 
Compliance Posture for standardId and
requirementId  V4 - POST
Returns a breakdown of the passed/failed statistics and associated policies for compliance sections 
for the specified compliance standard ID and compliance requirement ID. This API has a rate limit 
of 5 requests per second with a burst limit of 10 requests per second.

Parameters

Type Name Description Schema

path compliance-
standard-id
required

string

path compliance-
requirement
-id
required

string

Responses
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Code Description Links

200 Successful operation

Content

application/json;charset=UTF-8

No Links

400 Bad Request - request body contains a query that is not
grammatically valid or filter value is not valid

Content

application/json;charset=UTF-8

No Links

401 Unauthorized

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Unauthorized","message":"Unauthorized
","target":"All"}}

No Links

403 Forbidden

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Forbidden","message":"Forbidden","tar
get":"All"}}

No Links

412 Precondition Failed

Content

/

No Links

429 Too Many Requests

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ReachedRateLimit","message":"Reached
rate limit","target":"All"}}

No Links
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Code Description Links

500 Internal Server Error

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ServerSideException","message":"Repre
sents a generic server side exception encountered while
processing the request","target":"All"}}

No Links

Type Name Scopes

apiKey UserJwt

POST /api/v4/compliance/posture/summary
Compliance Posture Summary V4 - POST
Retrieve a summary of all compliance standards for both passed and failed resources based on the 
provided filters. This API has a rate limit of 5 requests per second with a burst limit of 10 requests 
per second.

Responses

Code Description Links

200 Successful operation

Content

application/json;charset=UTF-8

No Links

400 Bad Request - request body contains a query that is not
grammatically valid or filter value is not valid

Content

application/json;charset=UTF-8

No Links

401 Unauthorized

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Unauthorized","message":"Unauthorized
","target":"All"}}

No Links
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Code Description Links

403 Forbidden

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Forbidden","message":"Forbidden","tar
get":"All"}}

No Links

412 Precondition Failed

Content

/

No Links

429 Too Many Requests

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ReachedRateLimit","message":"Reached
rate limit","target":"All"}}

No Links

500 Internal Server Error

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ServerSideException","message":"Repre
sents a generic server side exception encountered while
processing the request","target":"All"}}

No Links

Type Name Scopes

apiKey UserJwt

POST /api/v4/aggregation/count Asset Explorer matched 
count V4 - POST
Retrieve the count of matched assets based on the provided filters. This API has a rate limit of 5 
requests per second with a burst limit of 10 requests per second.

Responses
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Code Description Links

200 Successful operation

Content

application/json;charset=UTF-8

No Links

400 Bad Request - request body contains a query that is not
grammatically valid or filter value is not valid

Content

application/json;charset=UTF-8

No Links

401 Unauthorized

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Unauthorized","message":"Unauthorized
","target":"All"}}

No Links

403 Forbidden

Content

application/json;charset=UTF-8

Example

{"error":{"code":"Forbidden","message":"Forbidden","tar
get":"All"}}

No Links

412 Precondition Failed

Content

/

No Links

429 Too Many Requests

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ReachedRateLimit","message":"Reached
rate limit","target":"All"}}

No Links
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Code Description Links

500 Internal Server Error

Content

application/json;charset=UTF-8

Example

{"error":{"code":"ServerSideException","message":"Repre
sents a generic server side exception encountered while
processing the request","target":"All"}}

No Links

Type Name Scopes

apiKey UserJwt

Components

Schemas

I18nErrorCode

An intuitive code defined by the service based on the use case. Please refer to the Error Code
column in https://prismacloud.pages.prismacloud.io/rql/asset-aggregation-api/openapi/
AssetInventoryErrorCodes.html

I18nError

The actual error object

Properties

Name Description Schema

code required I18nErrorCode

message
required

A human-readable representation of the error for 400 and 412.
Please refer to the Description column in
https://prismacloud.pages.prismacloud.io/rql/search-service/
openapi/AssetErrorCodes.html

string

target optional The target of the error string

details optional An array of details about specific errors that led to this reported
error

< I18nError >
array

I18nErrorResponse

error response to be localized on UI
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Properties

Name Description Schema

error optional I18nError

Error

The actual error object

Properties

Name Description Schema

code required non-400 error codes for Unauthorized(401), Forbidden(403),
ReachedRateLimit(429), ServerSideException(500).

string

message
required

A human-readable representation of the error. string

target optional The target of the error string

details optional An array of details about specific errors that led to this reported
error

< Error > array

ErrorResponse

Represents the error encountered while processing the request

Properties

Name Description Schema

error optional Error

AssetExplorerRequestModel

Title: Asset Explorer Request

Properties

Name Description Schema

filters required Filtering parameters.

For filter names, refer to List Filters API.

For filter values, refer to List filter suggestions.

The only exception is resource.tagv2 filter name, provide filter
value for it in the following format:
"{"key":"'CustomerTagKey'","value":"'CustomerTagValue'"}"

< UIFilter >
array

16



Name Description Schema

nextPageToken
optional

Setting this pagination Token to the nextPageToken from a
response object returns the next page of data, Do check if the API
allows filtering to be able to use it. Will be used to generate a
new FilterModel request body and ignore existing body.

string

limit optional Maximum number of items to return. When data is paginated,
maximum number of items per page.The maximum cannot
exceed 10,000. The default is 10,000.

integer (int32)

UIFilter

Filtering parameters.

For filter names, refer to List Filters API.

For filter values, refer to List filter suggestions.

The only exception is resource.tagv2 filter name, provide filter value for it in the following format:
"{"key":"'CustomerTagKey'","value":"'CustomerTagValue'"}"

Properties

Name Description Schema

name optional string

value optional string

operator
optional

string

AlertStatus

Properties

Name Description Schema

critical
optional

integer (int32)

high optional integer (int32)

medium
optional

integer (int32)

low optional integer (int32)

informational
optional

integer (int32)

AssetAggScanInfoResponse

Properties
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Name Description Schema

timestamp
required

Current timestamp integer (int64)

totalMatchedC
ount required

Total matched count integer (int64)

pageSize
required

Page size integer (int32)

nextPageToken
optional

The next page token string

resources
optional

<
ResourceMeta
Data > array

accuracyCount
optional

boolean

ResourceMetaData

Properties

Name Description Schema

id required resourceId string

name required resourceName string

accountId
optional

string

accountName
optional

string

regionId
optional

string

regionName
optional

string

cloudType
optional

string

overallPassed
optional

boolean

unifiedAssetId
optional

string

resourceDetail
sAvailable
optional

boolean
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Name Description Schema

resourceConfig
JsonAvailable
optional

boolean

assetType
optional

string

scannedPolicie
s optional

<
ScanInfoPolicy
Detail > array

alertStatus
optional

AlertStatus

vulnerabilitySt
atus optional

VulnCntBySeve
rity

appNames
optional

unique items < string > array

ScanInfoPolicyDetail

Properties

Name Description Schema

id optional string

name optional string

severity
optional

string

labels optional unique items < string > array

passed
optional

boolean

VulnCntBySeverity

Properties

Name Description Schema

critical
optional

integer (int32)

high optional integer (int32)

medium
optional

integer (int32)

low optional integer (int32)
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InventoryRequestModel

Title: Inventory Request

Properties

Name Description Schema

filters required Filtering parameters.

For filter names, refer to List Filters API.

For filter values, refer to List filter suggestions.

The only exception is resource.tagv2 filter name, provide filter
value for it in the following format:
"{"key":"'CustomerTagKey'","value":"'CustomerTagValue'"}"

< UIFilter >
array

nextPageToken
optional

Setting this pagination Token to the nextPageToken from a
response object returns the next page of data, Do check if the API
allows filtering to be able to use it. Will be used to generate a
new FilterModel request body and ignore existing body.

string

limit optional Maximum number of items to return. When data is paginated,
maximum number of items per page.The maximum cannot
exceed 10,000. The default is 10,000.

integer (int32)

groupBy
optional

For asset or data inventory only. Group returned items by
cloud.type, cloud.service, cloud.region, cloud.account, and/or
resource.type . Can be used to pass any group-by filters for
Inventory Dashboard APIs

< string > array

AssetAggInventoryResponse

Properties

Name Description Schema

timestamp
optional

integer (int64)

requestedTime
stamp optional

integer (int64)

groupedAggreg
ates optional

<
AssetGroupAgg
regateRespons
e > array

nextPageToken
optional

The next page token string

AssetGroupAggregateResponse

Properties
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Name Description Schema

cloudTypeNam
e optional

string

regionName
optional

string

serviceName
optional

string

accountName
optional

string

accountId
optional

string

resourceTypeN
ame optional

string

failedResource
s optional

integer (int64)

passedResourc
es optional

integer (int64)

unscannedRes
ources optional

integer (int64)

totalResources
optional

integer (int64)

highSeverityFa
iledResources
optional

integer (int64)

mediumSeverit
yFailedResourc
es optional

integer (int64)

lowSeverityFai
ledResources
optional

integer (int64)

criticalSeverity
FailedResource
s optional

integer (int64)

informationalS
everityFailedR
esources
optional

integer (int64)

criticalVulnera
bilityFailedRes
ources optional

integer (int64)
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Name Description Schema

highVulnerabil
ityFailedResou
rces optional

integer (int64)

mediumVulner
abilityFailedRe
sources
optional

integer (int64)

lowVulnerabili
tyFailedResour
ces optional

integer (int64)

totalVulnerabil
ityFailedResou
rces optional

integer (int64)

allowDrillDow
n optional

boolean

InventorySummaryRequestModel

Title: Inventory Summary Request

Properties

Name Description Schema

filters required Filtering parameters.

For filter names, refer to List Filters API.

For filter values, refer to List filter suggestions.

The only exception is resource.tagv2 filter name, provide filter
value for it in the following format:
"{"key":"'CustomerTagKey'","value":"'CustomerTagValue'"}"

< UIFilter >
array

AssetAggInventorySummaryResponse

Properties

Name Description Schema

timestamp
optional

integer (int64)

requestedTime
stamp optional

integer (int64)

summary
optional

InventorySum
maryResponse
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Name Description Schema

nextPageToken
optional

The next page token string

InventorySummaryResponse

Properties

Name Description Schema

timestamp
optional

integer (int64)

failedResource
s optional

integer (int64)

passedResourc
es optional

integer (int64)

totalResources
optional

integer (int64)

highSeverityFa
iledResources
optional

integer (int64)

mediumSeverit
yFailedResourc
es optional

integer (int64)

lowSeverityFai
ledResources
optional

integer (int64)

criticalSeverity
FailedResource
s optional

integer (int64)

informationalS
everityFailedR
esources
optional

integer (int64)

criticalVulnera
bilityFailedRes
ources optional

integer (int64)

highVulnerabil
ityFailedResou
rces optional

integer (int64)

mediumVulner
abilityFailedRe
sources
optional

integer (int64)
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Name Description Schema

lowVulnerabili
tyFailedResour
ces optional

integer (int64)

totalVulnerabil
ityFailedResou
rces optional

integer (int64)

TopNComplianceRequestModel

Title: Compliance topN Request

Properties

Name Description Schema

filters required Filtering parameters.

For filter names, refer to List Filters API.

For filter values, refer to List filter suggestions.

The only exception is resource.tagv2 filter name, provide filter
value for it in the following format:
"{"key":"'CustomerTagKey'","value":"'CustomerTagValue'"}"

< UIFilter >
array

nextPageToken
optional

Setting this pagination Token to the nextPageToken from a
response object returns the next page of data, Do check if the API
allows filtering to be able to use it. Will be used to generate a
new FilterModel request body and ignore existing body.

string

limit optional Maximum number of items to return. When data is paginated,
maximum number of items per page.The maximum cannot
exceed 10,000. The default is 10,000.

integer (int32)

TopNComplianceStandardAggregateResponse

Properties

Name Description Schema

id optional string

name optional string

failedResource
s optional

integer (int64)

TopNComplianceStandardResponse

Properties
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Name Description Schema

timestamp
optional

integer (int64)

requestedTime
stamp optional

integer (int64)

complianceDet
ails optional

<
TopNComplian
ceStandardAgg
regateRespons
e > array

nextPageToken
optional

The next page token string

CompliancePostureRequestModel

Title: Compliance Posture Request

Properties

Name Description Schema

filters required Filtering parameters.

For filter names, refer to List Filters API.

For filter values, refer to List filter suggestions.

The only exception is resource.tagv2 filter name, provide filter
value for it in the following format:
"{"key":"'CustomerTagKey'","value":"'CustomerTagValue'"}"

< UIFilter >
array

nextPageToken
optional

Setting this pagination Token to the nextPageToken from a
response object returns the next page of data, Do check if the API
allows filtering to be able to use it. Will be used to generate a
new FilterModel request body and ignore existing body.

string

limit optional Maximum number of items to return. When data is paginated,
maximum number of items per page.The maximum cannot
exceed 10,000. The default is 10,000.

integer (int32)

ComplianceAggregateResponse

Properties

Name Description Schema

id optional string

name optional string
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Name Description Schema

description
optional

string

assignedPolicie
s optional

integer (int32)

failedResource
s optional

integer (int64)

passedResourc
es optional

integer (int64)

totalResources
optional

integer (int64)

highSeverityFa
iledResources
optional

integer (int64)

mediumSeverit
yFailedResourc
es optional

integer (int64)

lowSeverityFai
ledResources
optional

integer (int64)

criticalSeverity
FailedResource
s optional

integer (int64)

informationalS
everityFailedR
esources
optional

integer (int64)

default
optional

boolean

CompliancePostureResponse

Properties

Name Description Schema

timestamp
optional

integer (int64)

requestedTime
stamp optional

integer (int64)
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Name Description Schema

complianceDet
ails optional

<
ComplianceAg
gregateRespon
se > array

nextPageToken
optional

The next page token string

CompliancePostureSummaryRequestModel

Title: Compliance Summary Request

Properties

Name Description Schema

filters required Filtering parameters.

For filter names, refer to List Filters API.

For filter values, refer to List filter suggestions.

The only exception is resource.tagv2 filter name, provide filter
value for it in the following format:
"{"key":"'CustomerTagKey'","value":"'CustomerTagValue'"}"

< UIFilter >
array

CompliancePostureSummaryResponse

Properties

Name Description Schema

timestamp
optional

integer (int64)

requestedTime
stamp optional

integer (int64)

summary
optional

ComplianceSu
mmaryAggreg
ateResponse

nextPageToken
optional

The next page token string

ComplianceSummaryAggregateResponse

Properties

Name Description Schema

failedResource
s optional

integer (int64)
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Name Description Schema

passedResourc
es optional

integer (int64)

totalResources
optional

integer (int64)

highSeverityFa
iledResources
optional

integer (int64)

mediumSeverit
yFailedResourc
es optional

integer (int64)

lowSeverityFai
ledResources
optional

integer (int64)

criticalSeverity
FailedResource
s optional

integer (int64)

informationalS
everityFailedR
esources
optional

integer (int64)

AggregateCountRequestModel

Title: Aggregate Count Request

Properties

Name Description Schema

filters required Filtering parameters.

For filter names, refer to List Filters API.

For filter values, refer to List filter suggestions.

The only exception is resource.tagv2 filter name, provide filter
value for it in the following format:
"{"key":"'CustomerTagKey'","value":"'CustomerTagValue'"}"

< UIFilter >
array

AssetAggregationCountResponse

Properties

Name Description Schema

timestamp
optional

integer (int64)
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Name Description Schema

requestedTime
stamp optional

integer (int64)

count optional integer (int64)

Headers
Headers

Name Description Schema

prismaI
d

x-prisma-tenant-id string
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